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How-to import the new Islandsbanki Intermediate Certificate

Islandsbanki will be upgrading their certificate which is used in our onlinebank web services for
signing responses to clients. Before the certificate upgrade will be performed, our current
onlinebank web service clients will have to be prepared for our new signing certificate by
importing the required Root and Intermediate certificates. This new signing certificate will expire
on November 2022.

Certificates provided in the attachment or on the web site:

In the attachment or linked on the web site, are the following files:
- The new Islandsbanki hf Root and Intermediate certificates

1 Audkennisrot.cer

2 Traust audkenni.cer

3 Traustur bunadur.cer

These 3 files above need to be imported to Trusted Root and Intermediate Root.

- Alternatively, the complete public certificate chain for our new web service signing certificate
Islandsbanki hf 2022.p7b
Step-by-step instructions for importing root and intermediate certificates:

1. Gather all 4 certificate files from above to a folder. Open a Microsoft Management Console (
mmc.exe )

User Account Control X

Do you want to allow this app to make
changes to your device?

@ Microsoft Management Console

Verified publisher: Microsoft Windows

Show more details

Yes No

Console open.




2. Go into File-> Add or Remove Snap-ins

E File Action View Favorites

] Mew

= Open...

Save

Save As...

Options...

1 certmgr
2 secpol

3 gpedit

4 eventvwr

Exit

Consolel - [Console Root]

Add/Remove Snap-in...

*
Window  Help 8 %
Ctrl+N
Ctrl+0 Name Actions
Ctrl+S c leR N
There are no items to show in this view. Sacclotagt

Mere Actions 4

Ctrl+M

3. Add the Certificate snap-in Select — Add >

Add or Remove Snap-ins

Available snap-ns:

Selected snap-ins:

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Snap-in

ActiveX Control
Authorization Manager
rtificates

&

Component Services
;é‘ Computer Managem...
.l.: Device Manager

== Disk Management
@ Event Viewer

I Folder
_%f Group Policy Object ...
g IP Security Monitor
g IF Security Paolicy M...
|2 Link to Web Address
=. ..

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Add >

[ Console Root

Edit Extensions...

Remove

Maove Up

Move Down

Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cancel

4. Choose “Computer account” and press Next

Certificates snap-in

This snap4n will always manage certificates for:

(O My user account
(O Service account

(® Computer account

< Back Next >

Cancel




5. Choose Local computer and hit Finish

Select Computer

This snap-in will always manage:

() Another computer:

only applies if you save the console.

Select the computer you want this snap-in to manage.

(® Local computer: the computer this console is running on)

[[] Allow the selected computer to be changed when launching from the command line. This

Browse...

< Back

Finish Cancel

6. The console should look like this. And OK.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ns:

Th
=
E 8 . . - -

Snap-in Vendor

=" | ActiveX Control Microsoft Cor...
Auﬂ'lorizat'on Manager Microsoft Cor...
If}l Certificates Microsoft Cor...

2. Component Services Microsaft Cor...
;Q‘ Computer Managem... Microsoft Cor...

.j}- Device Manager Microsoft Cor...
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

_§J' Group Policy Object ... Microsaft Cor...
@ IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor...
Link to Web Address ~ Microsoft Cor...

Description:

Selected snap-ns:

7] Consale Roat
I:?T}' Certificates (Local Computer)

Edit Extensions. ..

Remove

Mowve Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel




Certificates (Local Computer)

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

~| Third-Party Reot Certification Authorities
| Trusted People

| Client Authentication lssuers

| Preview Build Roots

| eSIM Certification Authorities

| Homegroup Machine Certificates

_| Certificate Enrollment Requests

| Smart Card Trusted Roots

| Trusted Devices

~| Windows Live ID Token lssuer

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

I Third-Party Root Certification Authorities
| Trusted People

“| Client Authentication Issuers

| Preview Build Roots

_| e5IM Certification Authorities
“|Homegroup Machine Certificates

“| Certificate Enrollment Requests

| Smart Card Trusted Roots

| Trusted Devices

| Windows Live ID Token |ssuer

Consolel - [Console Root\Certificates (Local Computer]] - O *
File Action View Faverites Window Help -8 %
e @ 6= HE
7 Console Root Logical Store Mame Actions
v _ajl C.erlgflcates I{Local Computer) I Personal Certificates (Local Computer) "
ersona = e -

- | Trusted Root Certification Authorities .

“| Trusted Root Certification Authorities - i More Actions 4

< . _| Enterprise Trust

_| Enterprise Trust

7. Expand the “Trusted Root Certification Authorities” and right click the certificate folder and

choose All Tasks-> Import

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] >
File Action View Favorites Window Help a %
es | nm B6E HE

~| Console Root Issued To Issued By Actions

v & F?’Ef"atesl(L°‘a' Computer) 55 AddTrust External CA Root AddTrust External CA Root Certificates -

ersona ) )
— Baltimore CyberTrust Root Baltimore CyberTrust Root -
w || Trusted Root Certification Authorities . ¥ ¥ More Actions »

| Certificat=r
| Enterprise Tr All Tasks » Import... I’
| Intermediate .
& Toucted Pob ? lert Global Root CA
= Untrusted C New Window from Here ert High Assurance EV Ro...
= i t CA X3
~ Third-Party | New Taskpad View... D?
_| Trusted Peoj 1Sign
= Client Authe Refresh ot 2.0 Trust Root CA - 03
| Preview Buil Export List... sbanki Internal Root CA
| eSIM Certific shanki Internal Root CA
~| Homegroup Help soft Authenticode(tm) Ro...

=/ Class 2 Public Primary Certificat...

| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

| Windows Live ID Token Issuer

I Microsoft Root Authority

[zl Microsoft Root Certificate Auth...
! Microsoft Root Certificate Auth...
gl Microsoft Root Certificate Auth...
[Z5INO LIABILITY ACCEPTED, (c)57 ...

Class 3 Public Primary Certificatic...
Copyright (c) 1937 Microseft Corp.

DigiCert Assured ID Root CA
DigiCert Glebal Root CA

DigiCert High Assurance EV Root ...

DST Root CA X3

GlebalSign

Hotspot 2.0 Trust Root CA - 03
Islandsbanki Internal Root CA
Islandsbanki Internal Root CA

Microsoft Authenticode(tm) Root...

Microsoft Root Autharity

Microsoft Root Certificate Autheri..
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()97 Ve..




8. Choose the file “1 Audkennisrot.cer” and press Next and Finish.

“
& ¥ Certificate Import Wizard

File to Impart

Spedfy the file you want to impart.

File name:

C:\temp'1 Audkennisrot.cer

| I Browse...
Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS %12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store ((S5T)

MNext Cancel

*
& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:

(g e e NN Trusted Root Certification Authorities
Content Certificate
File Name

C:\temp'1 Audkennisrot.cer

Finish Cancel

Certificate lmport Wizard *

The import was successful,
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9. Expand the “Intermediate Certificate Authorities” and right click the certificate folder and

choose All Tasks-> Import

| Trusted Devices
| Windows Live ID Token Issuer

10. Import both “2 Traust audkenni.cer” press Next and then Finish. and again “3 Traustur

bunadur.cer” press Next and then Finish.

‘ | Browse...

MNote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

X
€ £* Certificate Import Wizard
€ ¢ Certificate Import Wizard
File to Import
File to Import Spedify the file you want to import.
Spedify the file you want to import.
File name:
File name: C:\temp'\3 Traustur bunadur. cer
Ci\temp\2 Traust audkenni.cer ‘ | Browse...
Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store {,S5T)
Next Cancel

MNext

Cancel

11. Then the new Intermediate certificates should appear in the list of trusted Intermediate

Certificates.

Consolel - [Console Root\Certificates (Local Computerf\ntermediate Certification Authorities\ Certificates] *
File Action View Favorites Window Help 5 X
=% |nFE a6 HE
~| Console Root Issued To Issued By Actions
v G C..ertplflcates l(Lc-caI Computer] zllslandsbanki Internal Issuing CA... Islandsbanki Internal Root CA Certificates -~
- - T:z::daRoot Certification Authorities = lIslandsbanki Internal lssuing CA... Islandsbanki Internal Root CA More Actions »
e Certificates el Microsoft Windows Hardware ... Microsoft Root Authority
- E;terpriseTrust ZRoot Agency Root Agency
- = Intermediate Certification Autharities S www.verisign.com/CPS Incorp...  Class 3 Public Primary Certificatic...
| Certificate Revocation List
| Certifi=—*--
= Trusted P1 All Tasks > Import..
_ Untrusted View 5
| Third-Par i ”
| Trusted P ew Window from Here
~| Client Auf Mew Taskpad View...
| Preview B
7 eSIM Cert =
| Hemegro Export List...
| Certificate
| Srmart Car Help
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12. Double click on the newly imported certificates and the provided public certificate for
Islandsbanki hf 2022.cer from file Islandsbanki hf 2022.p7b and check if it is valid.

Example: Certificate with no error. Click on Certification Path for more info.

n  Certificate X

General Detals Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):
+ All application policies

*Refer to the certification authority's statement for details.

Issued to: Islandsbanki hf.

Issued by: Traustur bunadur

valid from 11/29/2018 to 11/29/2022

ns'ﬁll Certificate...] Issuer Statement

OK

Example Certification Path OK for “Islandsbanki hf 2022.cer”

n | Certificate %
General Details Certification Path

Certification path

—PJ Audkennisrot
_ﬁJ Traust audkenni
—P«J Traustur bunadur

BBl [slandsbanki hf,




